SB: I taught my first class, a seminar in cybercrime in 1997, because it was already apparent that cybercrime was an important emerging phenomenon. The next year I taught an online (completely online) seminar in Cybercrime Law, which included many outside experts in the area (many from the U.S. but some were from Europe). I taught that class for about seven years, published some articles in the field, and began to be invited to speak at conferences and write articles on cybercrime issues. So, I've been writing in the area for well over a decade. The cybercrime book is really the culmination of a lot of work I've been doing for a long time. good money, why would you not do so? It's got to be a particularly attractive alternative for talented computer experts who are in countries where it may be difficult for them to find a legitimate computer job and if they do, the job may pay very little. I also think many foreign cybercriminals are oblivious to the "harm" they inflict on us, since people in the U.S. tend to be regarded as fabulously wealthy (like the people who generally populate our movies and TV shows). If we're wealthy, it follows that we won't really feel a few losses, which might salve a cyber thief's conscience. As for legal recourse, the logical option would be a global cybercrime agency that pursues cybercriminals wherever they're located . . . but we all know that isn't going to happen (and I'm not sure that I, for one, would be comfortable with such an agency). when postcards aren't? I think we (notably the Supreme Court) need to re-conceptualize privacy in an era of pervasive digital technology . . . which is, of course, easier said than done. I also work in the area of cyberwarfare, which is equally depressing. My fear, which is shared by many knowledgeable people, is that we'll have a major cyberattack -a cyberterrorist event analogous to 911 or an attack from a hostile nation-state -and then we'll overreact in various ways, one of which might be to cut back on privacy.
JHTL

JHTL: Towards
JHTL: What can civilians do to secure their information in light of the growing sophistication of hackers, identity thieves and other cybercriminals worldwide?
SB: Well, the usual . . . use virus protection, don't put anything online you don't want others to know about, password-protect everything you can . . . and most importantly, be cautious. One of my theories is that people tend to be victimized more online than in the physical world because they don't take the online world as seriously as the physical world. If a Nigerian prince approached John Doe in the real world and offered him $15 million for helping the prince extract $100 million from a bank account in some African state -which involved conduct that was only General's offices and in some county prosecutors' offices, but those opportunities are limited for the moment. Cybersecurity is a major concern in business, so there might be jobs there; since I focus on the criminal aspect of all this, I'm not particularly knowledgeable about that sector.
There are defense attorneys who handle cybercrime cases, but I don't know of any who specialize in those cases, at least not yet. I should mention one other aspect of cybercrime: the general federal cybercrime statute creates a civil cause of action for anyone injured by conduct that violates the statue, which generates quite a bit of civil litigation. These cases are usually filed by businesses that have been victimized by disgruntled employees, rival companies, and the like. Since the cases involve seeking damages for the commission of federal cybercrimes, the lawyers who litigate them have to understand cybercrime law, even though they may never handle any criminal cases.
And, as I said, it's a growth area. I think we'll see more and more emphasis on cybercrime. About a decade ago, when I would talk to law enforcement officers who worked in this area, they'd say, "someday every crime will be a cybercrime," i.e., every crime will involve the use of computers and the Internet. We're getting pretty close to that, even traditional crimes like murder and drug dealing involve the use of computers. 6 7 JHTL: Thank you so much for talking with us. I really enjoyed reading your work. It is a fascinating and important read for anyone whose life is affected by technology (whose isn't, nowadays?). Cybercrime poses serious domestic and international risks and I hope that we see some effective developments in how to regulate this type of activity in the future.
